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Security Add-0NS...ccccciiiiiiiniiiiiiiiiiiiiissscc e .
EXtensions I'Ve BUilt .c..ecoeeceseeiariiniieiiiriiieiitiitieciee ettt et st e cncn e et secntancneesncacencnesec .
JavaSCript FOrmMatter . ..o e e eeieiereiieiieriieeiteet ittt ettt st e sttt ee s et e e s cntaner e cnceencnesec .
GallerY vt .
Full-Screen VIEW ..c.ccccccciiiiiiiiiiiiiiiiiiiccccist ittt sttt .
CONLENE BIOCKET ..teuieiuieenieieitiritieciee ettt ittt et st ctencese e tan e et s ctencne st cntanerenesasasencnesecntanenennensacencacecs .
Traffic DIffer .o .
FiddlerScript EQItOrsS ..oueeeuiiiisiirireiiiiiiiiieiiiiitiseeecct sttt sttt .
Fidd1erSript Tab .eccecocecoceceneeiirieniieieeeeeneeeieteet it ceeencat st e e con e et s cntancnenesncnen et secntaneneneensacencnsec .
ClassVieWw SIdeDar .....ccccisiiiiuiniiiiiiecceiiti sttt sttt .
Fiddler2 SCriptEItor ettt st .
SAZCHPDOATA .oereniieenianinieiniatietieiteeetneesieteentsecteeeene e tanereat s ctancneseentaneretsecter et seentanereassasatencnsssentaneneasensarenenssoes .
ANYWHERE.....cciiiiiiiiiiiiiiiiiisiiiiisii sttt sttt st e sttt st saessnes st casanenensnsasencnsnes .
STORING, IMPORTING, AND EXPORTING TRAFFIC. .....cueuiuiniiiiiieinininiiieitiiitcecncceceteen st .
Session Archive Zip (SAZ) FAles ...cceeeneeieeiintniieeiineiiatiintieceetceneeeiateenesecter e st et et seceence s cntse e cneesrcnenee .
Protecting SAZ Files ...cccccuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii ittt .
FiddIerCap .ceeeeeecucuiuiiieieieiiiictitit ettt ettt sttt eneet st st encncn sttt s enenenenct st s snencncnsacnanene .
CaPtUTE BOX ettt sttt .
Capture OPtionNS BOX ...ceeeeiiiiieieiiiiiiii ittt sec e .
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TO0IS BOX autiiutiietiiiieieeiiie it eeeeeeteeetee et ee e eeteeeteeeteeeseeeseeeesseeseeeseeesseeesseensseaseeenseeasseesseasseesseenssensaeenssensseenseennes .

Fiddler's VIEWET MOe....cceuieeriiieiiieieieieitietsciiet ettt ettt sttt st ettt et st st cne st et enenesncesnenenees .
IMpPorting and EXPDOTTIINIE S@SSIONIS .eieeureiiiuritiiirteisisreteisstessssseesssssesssssessssnsssssssessssssessssssssssssssssssessssssessssssssssssessans .
Import FOrmats ..t .
EX DO Tt F O TIIAS it iiiuiiiiii ettt ee et e ettt eeeeesenssaeeeeeesessnssseeesesssnnnnssesssessnsnsseesessnnnnsseessesssnnnnsssesssssnnnnsessssssssnnsssess .
HTMLS APPCACHE IMANTIEESE. .uiiiiiuriiiiniieiisieisinsieissseeessstesssssesssssessssssessssssssssnnsssossssssssssssssssesssssesssssesssssssess .
HTTPArchive v1.1 and V1.2 ..ccoocciiiiiiiiiiiiiiiiiieiieciscee ittt snccsncne s cssnenenecncnencncne .
MeddIErSCrIPE .cereeeeriuiiaeiiieiitiitiitieene ittt et sttt et et s cten e er et s cntan e cnsnenenesncs .

RAW FHLES 1ttt .
Visual Studio WEDTESE ....ccueuieriiiiuiiiieiniiitiiiiiiisieieiietietieetss ettt it enesesncsenenesncssneneesncanenencnes .

W CAT SCIIPE . euierirentieieiaeinineenitiet it ctneentetereat st ctesceseentatenet s cntancneseencsen et se et aneneaesneaserenesecntancneasensanencncecs .
FIDDLERSCRIPT ...ucuiuiititititieistet ettt ettt ettt sttt ettt sr st srsnsaees .
Extending Fiddler with FiddIerSCript ...ceceeeenrreeiereineieienirintieiiiriiieieienientiecter ettt s cntenenene e encnenees .
AbDOUL FiddIerSCriPt..ceeeseeeereuiaeeniatireiieiieritieiieteetiectet et ieterent i ctenceseencat e et s etan et enceercnesecntanenenesnsanercacec .
Editing FiddlerSCript ..ceueeeiiiiiiiiiiiiiiiiisiicccist sttt .
Updating FiddlerScript at RUNEME t..c.eveeuiereiniieiiiriineiiieiiitiiiieceie et .
Resetting to the Default FiddlerSCript ....ceereearieeiereeneiiariintiiiieeeneeieeietiecieeeese et ceceenenenees .
FiddlerScript FUNCHONS ...vueuieiiiiiiciiciisiicccic st .
Session Handling FUNCHONS ...cucuieiiniiiiriiiiiiiiiiiiiiiiiicccccts sttt .
OnPeek AtReqUESTHEAAET'S ....eovererieiiariiieiiariintieitiretieciaeeese i ceteesesectee et et eeseccen e s cnenecnceereneaee .
ONBefOreREGUESE. .ucueueuiuiieiririiiiiiiiticeieist ittt sttt .
OnPeekAtRespONSEHEAdrS . ...curraririuiuiiiiiiiiiiciiiiiiteecet sttt .
ONBEfOreRESPONSE . .ueueurenieeriariretreieareereentareneneieeatareeseetaneeneeneaneneneseeetaneneseentanerensseeasescneseensanerenssecarerenssecs .
OnReturNiNgEITOr ittt .
General FUNCHONS ..cuciiiiiiiiiiiiiiiitiiscii ittt .
MaATN ettt .
ONRELITE L.uiuiieiiiniiiiiiitiiitiiitiist ittt ettt ettt sttt s tss et ss st et snes s et sncnsanene s sasanenensnes .
ONBOOt ..ttt ettt sttt sttt .
ONSNUEAOWI et .
ONATEACK .ttt ettt sttt ece st st cncnc ittt snenenencncnansesncncncs .
ONDEACK. .ttt ettt ettt sttt sncnenes .
OnExecAction(sParams: String[]) .oeeeeeeeerenrinieiiiieiieiiitie it .
FiddlerScript and Automation TOOIS. ..c.ceueerereaereeeareenersiarerentreetareeneeniaterentsecter et st cetaeereneseceen et s cntaecneneeneeerencaee .
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QUIEE MO 1reitiieiieeee ettt ettt et ee e eeteeeseeeteeeseeeseeeseeeseeeseeesseeesseesseesseesseeessennssensseenssessseenseensssensean .

Driving Fiddler from BatCh SCIipPES....c.eueiareintriiitiesiieiitiieiiisieese ettt .
Driving Fiddler from Native OF INET COd@. .. couuiiiiiiiiiiiiiiiierieiiiiieieisteisisseeesssseesossssssssesssssssesssssssssssssossnses .
Extending Fiddler’'s UL - MENUS......coeeeeiietiiniiiinriniieiietirentieetaneeseeiotenentsnctanenessentonenessnesanenssscnsoncnesensasencacnes .
EXteNding the TOOLS IMIEIIU . .. .uuiiiiiuriiiieieiiieieiisusteesisseeesssseesssssessnnssssssssessnnsssssnssssssnssssssnsesossssssssnnesssssnssssssssessnnee .
Extending the Web SesSioNSs CONEEXE IMIEIIU ...uuiiiiiuriiiirieiiisieisisreeesssseessstssssnseessssseesssnsesssssesssssnessssssssssssssessnnee .
Extending the RUIES MENU ......ccceriiiiniiniiiiiiiiiiiiiiiiriiieiiencet ittt ettt snctence s cnsneneesnccsncneee .
Boolean-bound RUIES.......c.ccetiiiiiiiinineiitiiiiiiieceseeiet ettt ettt st sncsenenesecsan e sncanenencne .
SEINEZ-DOUNA RULES ...ueeiiiiiiiiiitiiiiietieiitteeiesteesinseessssseesonssssssnsessasnssssssssssssssssssnssssonsssssnnsssssssssessnnsesssnsessssnsess .
Creating New TOp-Level MENUS. ....cccoieiiiiieriiiiiiirenineiietirentieeiaseeseincosenetsectancnesssnesenenssncnsanenessensanencasnes .
Extending Fiddler’s UI - Adding Columns to the Web Sessions List .....c.ocecereaerenineneneiieeicniiiiecineiieenencne 6
Binding Columns using AttribULES....uecucceiiieiiiiiiiiieccccisecc e 6
Binding Columns using AddBoundCOIUMN .....ceueiereineiieeiitieciieieieiietect ittt snceercnesee .
FiddlerObject FUNCHONS ....coueotereiieinierinieeritietictee ettt et i ctencese e tan et sectencneseentaneneesacasancnesecntaneneesnsasencacec .
FiddlerObject.ReloadSCript() .eececeuereueueieiiiiiieiniiiiiiiiitiieiciciiieitsiecit et .
FiddlerODbject. StatuSTEXt ..ueueerereariitareeeneiieteintieitareeneenietenentieetancesecneeeret s ctanenesecnceerene s cntancnenecncanercncaee .
FiddlerObject. Jog(STeXtTOLOZ) . c.uuueureueeereiniarerintieitareneneeniatenetieetan et eneeeretseentanenenesncserenesecntancnenecnsaeencncees .
FiddlerObject.playSound(sSoundFilename).......ococeueueueueuiininiiiieiniiiiiiciccccsscccsccsnee e .
FiddlerObject.flashWINAOW/() c.cceeeueueueiiiiiiiiniiiiiiiiiiiiiciciiiisccccc st .
FiddlerObject.alert(SIMESSaZE) ..ccuuerererererniarerenrieieareeneeniaserentseeeaseneneeneaeenetsecntaneneneencserenesecasancneneensnercncaees .
FiddlerObject. prompt(SMeSSaZe) ..cueueucucurseirininiuiuiiieiriiiniiitieiteteeiittstssene sttt enece s .
FiddlerObject.createDictioNary () .ceeeeeececiseiuineuiuieiiiiireieieiiiieieineeittstenee st .
FiddlerObject.WatchPreference(sPrefBranch, OFUNC) ...oceeevieiiaeeneneiieeiiiiiiieicniiciceiecieccne e .
Referencing ASSEMDUES ...c.cuiieisriiriiiiiiiiiiiiiiiiiieecets sttt s .
EXample SCIIPtS..uuueueuiiiiieiriiiiiiisiitieiieiist ittt sttt sttt s .
REQUESE SCIIPES cuveuererenraneeaeenineiniarientieetereene e ieterentsectescnene e taner et s cetaneneneen et er et secntancneneensnercnesecntanencasensanencnsecs .
Add (or Overwrite) a Request Header ......occcuciiineniiiiiiiiciiiisicccccsiiccccccsrecccccse e .
Remove Request HEaders ....c.cceieniiiiiiniiiiiiiiieiicccisiscccttsee ettt .

Flag Requests that Send COOKIES. ...cuueuereeuiarerenrrieareeneeiareentieeateeneeiaearentnectaneneneceeaeercnesecnsanenenecneseerencaees .
Rewrite a Request from HTTP t0 HTTPS.....ccccciiiiniiiiiiiiiiiiiiiiieicccccstsi et .
Swap the Host Header.....coeueuiuiiiiiiiiiiiiiiecciitieieccccse sttt st cnccene s .
D10p @ CONNECHON .ttt ettt s s et et st e sne e enncncnnennene .
Prevent Response Streaming ........ococeeeeeeeiiiiiiiiieiieieitie st .
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RESIDONSE SIS  cuueitiiiieiitiieteeeteeetee et et eetee et eeeeeeteeeteeeeteeeseeeeseeesseeeseeesseeasseeseeesseesseesseessensseeseeessesssesseennns .

Hide Sessions that Returned IMages .....coeeereeneieioiieiniiieiieieiteee sttt .
Flae ROAITECHIONS .uutiiiueieiinteeiunteeessteessnseessnntesssnseessssnesssnsssssnssesennnsssnnssssnssesssnssssennsssonnnssesnnnsessnnsssosnnssssnnnes .
Replace Text in Script, CSS, and HTML ....ccccoiiiiniiiiiiiiiiiiieciieiinietiecisneesecncceree s sncsenencnnes .
Remove All DIV EI@MENES tueetiiiiitiitiititiiit ettt .

IV IOTE EXAIMIIDLES. e ueieiiuriiiiusteeiennseesensteeonsseesnnseesnssesennssessmnsessmsssssansessmnssssannessoanssessmnnessmnsessnnnssssnnnsssennnesonnssssnnn .
EXTENDING FIDDLER WITH .NET CODE....couiuiuiiiiiiiiiiiiiiiiiiiiiicss e .
Extending Fiddler with INET .......ccocoininiiioiiiiiiiiiiiiitieiicii ittt cin et st cntn et snccsncneanes .
Project Requirements aNd SEHIIIES ..uuiiiuuiiiiiiiiiisieieisrieiiisseeiestetssssesssnsssssssssossssssssnnsssssnsesssssssssssssesssssessssssssssns .
Debugging EXtENSIONS. cuc.eereuiaeeniatiretiriissieneiietietieeteseesteeieterestinetas et eneasenetseetanenesesnesenentseensanenessnsasencnsnce .
Best Practices fOr EXtENSIONS ..c.iererearriorerieneiietientieititenineiieterentiecteeceneencoteretseetan e entnencesecntancneseenscercnsec .
Best Practice: Use an Enable SWitCh.......ccocoioiiniiiiniiiiiiiiiiiiicieccccsssccececccss e .
Best Practice: Use Delay L.0ad ....oococeceninieriiniiiiiiiiieeiitiiisecesecceeestiectsneeneseccereesectsncenecnceenencnees .
Best Practice: Beware “Big Data” ........cccccoiiiiiiiiiiiiiiiiiiiiiiiiiicccc i .
Best Practice: Use the Reporter Pattern for EXtENSIONS ...ccucuciisiiririiiiiiiiiiiiiiiicccccssccccen, .
Interacting with Fidd1er's ODJECtS. ....ueeaeeriereentiiiereineiniaeerentieeteeeeneeniatenentsectereeneentan et snetenenesecntanenensenssencacsee .
The Web SeSSTONS LSE euveueereueneeriarirentieiinrineneinietenentieeteeceneenietereatiectereeneentatereeseentaneneseencserenesecntanenensensanercasecs .
Session[] GetAIISESSIONS() cucueurererararereriniiiitiiitininiititeteteteeet ittt eeet sttt neneee s .
Session GetFirstSelectedSeSSION() .ueueueuerrreruiriuiuiiiitiririieiiiieieiseeiitstenene sttt .
Session[] GetSelectedSESSIONS() cueureeeerereuerernrarenenerneararenereeianenenesneasereneseetaneneneentanenenssnearaseneseensasenensensacerenssees .
Session[] GetSelectedSessions(int iIMaXx) ...ceceeecieeerereeeinisiieieieiitieeeceest et .
vOid aCtSEleCtAII() c.vveereriuieiiiiiiiitiiiiiieccctte e .
void actSelectSessionsMatchingCriteria(doesSessionMatchCriteriaDelegate oDel) .....coceeceeneeecacencncneee .
void actRemoveSelectedSeSSIONS() c.ceereueueuiiaiariririuiiiiiieitiniiiistsneneceest sttt .
void actRemoveUnselectedSeSSIONS() ueueueureraeaueuereueiiiiieieininiiiieireneieeentie ettt .
bool actLoadSessionArchive(string SFIleName) .....c.cocereoeneeiarenenrieieieieiiaeieneicreceneciseeene s .
void actSaveSessioNSTOZIP() cueueueueurtrereinieiuiiatatireieuiuetstieienccitatateseeceeatse st tacsnen e enenceae s cncncasaeaeanene .
void actSaveSessionsToZip(string sFilename, string SPWd) ...coceceeciceninniiiiisiiieicccsiicceccceen, .
v0id actSesSiONCOPYURL() coeeerearruerarerereeianerentneieaseeneeniatarentseeeaseneseeneasenentseentaneneneeneserenssecnsasenensensaserencaees .
void actSessionCOPYSUMMATY() cucecerrerreneneuioiaearereriniitntieieeneniitaeaneneneneestaeseenencnssatanesenenencaeaessencnsncassasanene .
void actSessionCopyHeadliNeS()..c.ceraeeeeueuiuieiaearirereniiiiieieieeiiisesneeencectse sttt enccene s cncncsacseanene .
int FiddlerApplication.ULIvSessions.SelectedCOUN ...cocereereerareeneriaenetreiineeeneiceecenecisecncnececeeecnenees .
SimpleEventHandler FiddlerApplication.ULlvSessions.OnSessionsAdded .........coccoeneeineecnercacencnneee .

11 | Introduction


l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20
l%20

SESSTON ODJECES 1eiurritriiiseiiiiieteiiiteeeteeeetteeteeeeeeteeeteseseeeseeeesseeseeeeseeesseeesseesseaseeesseesseesseesseessessseensseessessseeseessns .

OREQUESE ..ttt ettt se et ettt e s et et et e st s e e .
TOQUESTB O Y B YOS .. iiiiiiiiitiiiit i iiitt it e ittt eesstetsinseeesneeesonssesonnesessnsessnnsssennsesssnnssssnsssssnnsssssnnssesennssssnsesesnnnsess .
ORESPONSE. L.t .
TESPONSEBOAYBYEES .. uuiiiiiiiiiiitiiiiietieiittteissteesinseeesssssessnssssonsessssnssssonsssssnsssssnnssssansssssnnsssssnnssessnnsssssnsessssnnsess .
OF L AS ettt ettt e et e et e eenseeeemsseeems s e e ns e e e emne s e s sk e s e e s s e e s s e s e s s s s s sAnneesannseesnnsssenntesesnnneeas .
VOIA ADOTE() cueureririreiiniiariiitinietiitinitisceiteietientsecetanetstetaneneatsncateneesnentancntaecnetenentsnensancneasensaneneasensasencacncs .
DBUfErRESPONSE. c.uiurieiuiiniiariniieiiitietietit ettt ettt se et ettt secntn et s ctancnesncnsnenetsneneencnesncnsane .
DI ASIREIDOTISE ... ueriiieeieiiutieiitteeisnstetesnssessnnsessnssesennseessnsessnnsssenssesennsssssmsssssnnssssannesssnnsesonnnssssnnnssssnnnesesnnsessans .
DY PASSGAtEWAY ...ueeuieririniieiiininiieenitiet ettt sttt sttt sttt et st et s ettt sncten e snentanen et sressnenesecnsane .
CHENMEIP ..ttt ettt et se et st e et s et et aecntnen et s et encnesecntancneecnsanencncecs .
ClIENEPOTE ottt .
DOOl COMETPEEK() .evreurrueuranintneiniarinetinitaeeeneeniaeinetiectesctneentaneneneseeten et st cntanencssecatancneseensanenenssucanancncsecnsane .
FUITUTT caetieieiiatii ettt sttt ettt st sttt st st cnce s s s cncncs .
PathANAQUETY .ttt .
L0 o OO OO OO OO OO PO OO U OO P OO PO PPy U U PO U PO U U PPy UUU PP UUU PP UUPUPUUUUPPUUUPPPPUUPPPPPON .
OBt tteittcnieeitectecccsecte ettt ettt sttt canercne e .
ROSENAIMIE . e .
bool HostnamelS(StIING) ...cceueusueueueiiiiirineniniiiitititeieetitie ettt sttt .
bool HTTPMethOdIS(SEIING). ceeeeurereueaeeueaearenererniarerenereeeerceneenianenentseeeen et s cntanerenesecnaneneseentanenensencsencnssecnsae .
bool uriContaiNS(StrING) .e.ceceeersreueiiiiiiririiiiiiitieccett ittt .
Bttt sttt s .
ESFTD ittt ettt st st sttt se ettt st st sttt st et e cnc et st .
ISHTTPS ..ttt sttt ettt sttt enenenenencesnseencncncs .
ISTUNMEL .ttt sttt .
LOCAIPTOCESSID ..veureieeaeeneneenininetieitaneneneinianenentseeetancneneentanenentseentancneseencsenentsecntanenenesncanercnesecnsanencnsensanercacecs .
bool utilDecOdEREQUESE() .euvreueururnereiriuiiieiiatatieeieueiittieieeeeneiitatatet et st st enenectatanenenenencct st s cncnencanacananene .
bool utilDecOdERESPONSE() werueururrrerueueniuieraeanireneneuientieieeueneuitatanasenenenetat st s enenentasasananenencncacasssssencnsncassananene .
LESPONSECOAE .euriurriurneiniarenineesiatieentieitat et neeetat e et e eotet et st eetaneneae s et en et s entan et necntaner et secaseecneaeentaneneaeeneanerensnes .
SEALE 1eureeeiieieiiee i ee e .
BitFIa@s vocoueiiiiiiiiiiiiiiiiiiiiiiie ittt .
TIINOTS cueetiee ettt sttt s .
Sending Strings to the TeXtWizZard ......coccocueeieerenrniiniineiieeeentieeieecesee ettt et e et st enene e ercnenees .
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L O I ittt ettt et e ettt et e e et eee e e ee et eeettee e et e eebteeette e e ettt eeatbbeeenbseeenbeeennbneaennseeeanns .

Interacting with the FiddlerScript ENGINe ...cccoveetesiiiieiiiiiiisiiiecieseieeeeee e, .
Programming With PrefErENICeS e iieiiiiieiiiiitteiiisteteissteesssseessnsessssssesesssesssssesssssessonsssssssssssssssesssnssessssnsssssssessans .
Preference NAMUING .ooue et .
The IFiddlerPreferences INterface . ....uueeeeeeieieiiiiiiiiieisiee et .
Storing and ReMOVING PrefErENICeS .uuiiuuiiiiuiiiiitieieistieeiisseeisstetsssseessnsesssssssssssssssssnnsssssssessssssssssnsssssssssssssssssssns .
Internally, all preference values are stored as strings; the........c..ccoeeeiiiinininiiiiiiiiiisiiiiiciiescc, .
RetrievVing Preferences. .ou e i iiiniiiiiiiiiiiiiiie et .
WatChing fOr PreferenCe Can@eS. uuu i eiiiieiiiiieteieisteeeissseeissteessssesssnsssssssssossssssssnnsssssnsesssssssssnssesssnnssssnnsssssns .
Notifications in EXEENSIONS ..c.veutiuieiiisiiniiiiiiiitiiisesie et .
Notifications in FiddIerSeript coueeeeeiesenieiiiiiiiiisieiiiiitisse s, .
Building Extension INStallerS.........eceeereuitieiiieeieeisteiiteesee ettt 7
BUilding INSPECEOTS ..ttt .
Inspecting the SeSSioN ODJECE ..ueiuiririntiiiiiiiiiisiiie e 8
Dealing with HTTP Compression and ChUNKING ........coeestieiriiniiiieiiieescesicistecsccscesctecs e .
Decoding a Copy Of the BOAY ..ccuccuisiiiiiiiiiiiiiiiiiiiiiiiie e .
Using the GetRe*BodyAsString Methods ......uceeeieiiiiiiiiiiiiiiiiiiiiiiiieicccseec e .
Using the utilDecode* MethOdS ....eueueeereirieiiieiiisiiisieiisieiiteteseeeese e .
INSPECEOr ASSEMBDIIES .ttt sttt .
Building EXEENSIONS ettt .
Understanding Threading ......coeeeseieisiisiiiiieiseise ettt .
Integrating With QUICKEXEC.c..cuiatiuisiiiiiitiiiiiiiiieieiseie e .
EXamMPIe EXEONSTON Leutiutiutittiiiitiiise i .
EXtENSIiON ASSEIMDIIES ..ueuteuitieiietititiesteiesteiest ettt .
Building Import and EXport TranSCOAers. .. .c.uueeeiiniiisiiiiiiiiisiiisiciiteie et .
Direct Fiddler to load your Transcoder assembli€s ........cceueieieiiiiniiiiiiiiiiiieiiiiitescse e, .

The ProfferFormat AtribULe .ce.e et .

The ISessionImMporter INEerface....ouiuiiriiitiiiiieieiiesteiee e .
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About this book

After nearly 9 years and one hundred version updates, Fiddler has evolved into a powerful utility and platform that
can perform a wide variety of tasks. It has a rich extensibility model and a community of add-on developers who
have broadened its usefulness as a performance, security, and load-testing tool. Questions in email, online discussion
groups, and numerous conferences over the years made it overwhelmingly apparent that most users only exploit a
tiny fraction of Fiddler’s power. I came to realize that thousands of users would get a lot more out of Fiddler if there

were a complete reference to the tool available. This book is the product of that realization.

As Fiddler’s developer, I've found it both easy and challenging to write this book. It’s easy, because I understand
Fiddler deeply, down to its very foundation, and can consult the source code to research obscure details. On the other
hand, it’s been very challenging, as every time I choose an interesting scenario or feature to write about, I'm forced to
think deeply about that scenario or feature. Commonly, I've found myself developing improvements to revise
Fiddler and minimize or eliminate the need to write about the topic in the first place. As a result, I've rewritten large

portions of both this book and Fiddler itself. It's been a slow process, but both projects have benefitted.

Publication of this book will roughly coincide with the release of Fiddler version 2.4.0.0 in the early summer of 2012.
If you're using a later version of Fiddler, you will find some minor differences, but the core concepts will remain the

same.

This book is deliberately limited in scope —it covers nearly every aspect of Fiddler and FiddlerCore, but it is not a
tutorial on HTTP, SSL, HTML, Web Services or the myriad other topics you may want to understand to fully exploit
Fiddler’s feature set. If you want a deeper understanding of web protocols, I can recommend the references I

consulted during the development of Fiddler:

e  Hypertext Transfer Protocol -- HTTP/1.1 from http://www.ietf.org/rfc/rfc2616.txt

e  HTTP: The Definitive Guide by David Gourley

e  Web Protocols and Practice: HTTP/1.1, Networking Protocols, Caching, and Traffic Measurement by Bala-
chander Krishnamurthy and Jennifer Rexford

e  SSL & TLS Essentials: Securing the Web by Stephen A. Thomas

This book can be read either “straight through” or you can use the Table of Contents and Index to find the topics
most interesting to you. Please consider skimming all of the chapters, even those that don’t seem relevant to your
needs, because each chapter often contains tips and tricks you might not find elsewhere.

I encourage you to begin by reading the primer in the next chapter, which lays out some terminology and the basic
concepts that you'll need to understand to get the most out of Fiddler and this book.

Enjoy!



Understanding Icons and Colors

The default text coloring of each row in the Web Sessions list derives from the HTTP Status (red for errors, yellow for
authentication demands), traffic type (CONNECTs appear in grey), or response type (CSS in purple, HTML in blue;
script in green, images in grey). You can override the font color by setting the Session’s ui-color flag from Fiddler-

Script.

Each row is also marked with an icon for quick reference as to the Session’s progress, Request type, or Response type:

The Request is being sent to the server.

The Response is being downloaded from the server.

The Request is paused at a breakpoint to allow tampering.

The Response is paused at a breakpoint to allow tampering.

L0 @8 SR 4|

The Request used the HEAD or OPTIONS methods, or returned a HTTP/204 status code. The HEAD and
OPTIONS methods allow the client to acquire information about the target URL or server without
actually downloading the specified content. The HTTP/204 status code indicates that there is no
response body for the specified URL.

The Request used the POST method to send data to the server.

The Response is HTML content.

The Response is an image file.

The Response is a script file.

FRAN NN A R

The Response is a Cascading Style Sheet (CSS) file.

The Response is formatted as Extensible Markup Language (XML).

-
H

The Response is formatted using JavaScript Object Notation (JSON).

The Response is an audio file.

The Response is a video file.

Bt @ &

The Response is a Silverlight applet.

The Response is a Flash applet.

B «

The Response is a font file.

The Response’s Content-Type is not a type for which a more specific icon is available.

The Request used the CONNECT method. This method is used to establish a tunnel through which
encrypted HTTPS traffic flows.

e | [ &
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The Session wraps a HTML5 WebSocket connection.

[ | &

The Response is a HTTP/3xx class redirect.

=

=

The Response is a HTTP/401 or HTTP/407 demand for client credentials, or a HTTP/403 error indicating

that access was denied.

The Response has a HTTP/4xx or HTTP/5xx error status code.

The Session was aborted by the client application, Fiddler, or the Server. This commonly occurs when
the client browser began downloading of a page, but the user then navigated to a different page. The

client browser responds by cancelling all in-progress requests, leading to the Aborted Session state.

The Response is a HTTP/206 partial response. Such responses are returned as a result of the client

performing a Range request for only a portion of the file at the target URL.

The Response is a HTTP/304 status to indicate that the client’s cached copy is fresh.

ed.

The Web Session is unlocked, enabling modification after normal session processing has been complet-

Keyboard Reference

The following keyboard shortcuts are supported by the Web Sessions list:

Spacebar Activate and scroll the currently-focused session into view.

CTRL+A Select all sessions.

ESC Unselect all sessions.

CTRL+I Invert selection; selected sessions are unselected and vice versa.

CTRL+X Remove all sessions (subject to the fiddler.ui.CtrlX.KeepMarked preference.)

Delete Remove selected sessions.

Shift+Delete | Remove all unselected sessions.

R Replay the current request

SHIFT+R Replay the current request multiple times (specified in the subsequent prompt).

u Unconditionally replay the current request, sending no If-Modified-Since and
If-None-Match headers.

SHIFT+U Unconditionally replay the current request multiple times (the count is specified in the
subsequent prompt).

P Attempt to select the “parent” request that triggered this request and set focus to it. This
feature depends on the HTTP Referer header’s value.

C

Attempt to select all “child” requests that were provoked by this response. This feature
depends on the HTTP Referer header’s value or the Location header on a redirect.
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FIDDLER’S TOOLBAR

The Fiddler toolbar provides quick access to popular commands and settings.

(_) *# Replay X~ P Resume ‘ Stream L Decode
[l Save |BE) @& Browse @ClearCache Y TextWizard | [ Tearoff | MSDM Search...

Keep: All sessions = ¢4 Any Process 34 Find
(7] @Online X

The buttons and their functions are:

Comment

Click to add a Comment to all selected Sessions. The comment appears in a column of
the Web Sessions list.

Replay

Click to reissue the selected requests to the server again. Hold the CTRL key while
clicking to reissue the requests without any Conditional Request headers (e.g. If-
Modified-Since and If-None-Match). Hold the SHIFT key while clicking to be
prompted to specify the number of times each request should be reissued.

Remove

Shows a menu of options for removing Sessions from the Web Sessions list:

¢ Remove all removes all Sessions from the list.

e Images removes all Sessions that returned an image.

e CONNECTSs removes all CONNECT tunnels.

¢ Non-200s removes all non-HTTP/200 responses.

¢ Non-Browser removes all requests that were not issued by a web browser.

o Complete and Unmarked removes Sessions which are in the Done or Aborted
state and which are unmarked and have no Comment set.

e Duplicate response bodies removes any Session which has no response body
or has a response body which was received in an earlier Session in the list.

Resume

Resumes all sessions which are currently paused at a Request or Response breakpoint.

Stream

Enable the Stream toggle to disable response buffering for all responses except those for
which a breakpoint was set.

Decode

Enable the Decode toggle to remove all HTTP Content and Transfer encodings from
requests and responses.

Keep: value

The Keep dropdown controls how many Sessions are stored in the Web Sessions list.
When the count is reached, Fiddler will begin removing older Sessions to attempt to
limit the list to the desired value. Incomplete Sessions and those with comments,
markers, or open Inspector windows are not removed.

Process Filter

Drag and drop the Process Filter icon to an application to create a Filter which hides all
traffic except for that which originates from the selected process. Right-click the Process
Filter icon to clear a previously set filter.

Find Opens the Find Sessions window.

Save Saves all Sessions to a SAZ file.

Camera Adds a JPEG-formatted screenshot of the current desktop to the Web Sessions list.
Browse If one session is selected, opens Internet Explorer to the target URL. If zero or multiple

Sessions are selected, opens Internet Explorer to about :blank.
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EXTENDING FIDDLER’S UI - ADDING COLUMNS TO THE WEB SESSIONS
LIST

FiddlerScript can also be used to add new columns to the Web Sessions list, either by using attributes or by making a
method call.

Binding Columns using Attributes
The BindUIColumn attribute is used to create a new column in the Web Sessions list and bind to it a method in the
script that will calculate the text for that column. The method must accept a Session object as a parameter, and

return a string as its result.

The following script adds a new column to the Web Sessions list that shows the HTTP Method for each Session:

BindUIColumn("Method", 60)
public static function FillMethodColumn(oS: Session) {
if ((oS.oRequest != null) && (oS.oRequest.headers != null))

{
return oS.oRequest.headers.HTTPMethod;

}
return String.Empty;

}

After this function is added to the script, a new Method column is added to the UI and values are added to the

column for each subsequent Session:

# Method Protocol Host
3]s  GET HTTP ww. fiddler 2. com
S 27 CONNECT HTTP Tunnel to
S 28 CONMNECT HTTP Tunnel to
29 POST HTTPS beta.urs.microsoft, com
Ep30 POST HTTPS beta.urs.microsoft. com
31 GET HTTP vy, fiddler 2, com

Your method must be robust against being called before the data it relies upon is ready. For instance, if you were to
add a column that counts the number of times the word fuzzle appears in the HTTP response, your method should
immediately return an empty string every time it is called until the responseBodyBytes array is created after the
response is read from the server. Otherwise, the method will throw a Null Reference Exception every time it is called
before the server response is completed.

Because your function will run multiple times for each Session as the Session proceeds from one state to the next, you

should ensure that it runs as quickly as possible. One strategy to minimize the work of this function is to cache values
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BUILDING EXTENSION INSTALLERS

You may install your extensions using any technology you like. Fiddler simply requires that its Assembly .d11
appear in the correct folder to load it next time that Fiddler launches.

Fiddler and all of the extensions I've written are installed using setup programs built using the Nullsoft Scriptable
Install System (NSIS). You can get this great freeware from http://nsis.sourceforge.net/Download. NSIS allows
you to write a script that is compiled into a compressed executable file containing all of the binaries that make up

your project. The resulting setup program is small and works properly across all versions of Windows.

The only significant shortcoming I've encountered with NSIS is that it does not support Unicode, so you may need to
use a different technology like WIX (http://wix.sourceforge.net/) if you want your installer to use non-Latin

characters (e.g. Japanese).

A full explanation of how to use NSIS is beyond the scope of this book —the tool’s website offers plenty of documen-
tation at http://nsis.sourceforge.net/Docs/. However, I'll share an example setup script you can use to get
started.

; In a NSIS Script, the semi-colon is a comment operator
Name "MyExtension"

; TODO: Set a specific name for your installer’s executable

OutFile "InstallMyExtension.exe"

; Point to an 1icon to use for the installer, or omit to use the default
Icon "C:\src\MyExt\MyExt.ico"

XPStyle on ; Enable visual-styling for a prettier UI

; Explicitly demand admin permissions because we're going to write to

;5 Program Files. This prevents the "Program Compatibility Assistant" dialog.
; Note, you can use "user" here 1if you'd Like, but then you must only write
; to HKCU and per-user writable locations on disk.

RequestExecutionLevel "admin"

; Maximize compression
SetCompressor /solid lzma

BrandingText "v1.0.1.0" ; Text shown at the bottom of the Setup window

5

; TODO: Set the install directory to the proper folder.

5

; To install to the Extensions folder, use:

InstallDir "$PROGRAMFILES\Fiddler2\Scripts\"

InstallDirRegKey HKLM "SOFTWARE\Microsoft\Fiddler2" "LMScriptPath"

; To install to the Inspectors folder, use:
s;InstallDir "$PROGRAMFILES\Fiddler2\Inspectors\"
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Inspecting the Session Object

In the original Inspectors AP]I, the Inspectors were never provided a reference to the Session object under Inspec-
tion-- only the headers and body would be provided. This provided for a simple, easily understood API contract, but
this simplicity presented a number of shortcomings. For instance, it was impossible for an Inspector to get or set flags
on the Session object, and even examining properties of the Session was impossible. For instance, the Caching
Response Inspector was unable to determine whether the inspected traffic used HTTPS because the URL (and thus

the protocol scheme) only appears in the request headers, which were never available to a Response Inspector.
To resolve these shortcomings, the Inspector2 base class was augmented with four additional virtual methods:

public virtual void AssignSession(Session 0S)
public virtual bool CommitAnyChanges(Session o0S)
public virtual bool UnsetDirtyFlag()

public virtual InspectorFlags GetFlags()

These methods allow an Inspector to be passed a Session object rather than having individual header and body
properties set using the IRequestInspector2 and IResponseInspector? interfaces. If your Inspector does not
override these virtual methods, Fiddler will simply access the headers and body properties on the interface, and you
need not implement any of the four virtual methods. If your Inspector does override the AssignSession method, it
must still implement all of the legacy properties because not all codepaths in Fiddler call the newer virtual methods.
Specifically, when editing a response using the AutoResponder tab, no Session object is available, so the legacy

properties will be used.

The AssignSession method is called when the user selects a session in the Web Sessions list when your Inspector’s
tab is visible. In your overridden method, your Inspector should update its UI based on the headers and/or body of
the session. Note that your Inspector must itself examine the Session’s state to determine whether the Inspector

should be readonly, as shown in the following snippet:

public override void AssignSession(Session oSession)

{

if ((null == oSession) || !oSession.bHasResponse)

Clear();
return;

}

UpdateUIFromHeaders(oSession.oResponse.headers);
UpdateUIFromBody(oSession.responseBodyBytes);

bool bIsReadOnly = ((oSession.state != SessionStates.HandTamperResponse)
&& !oSession.oFlags.ContainsKey("x-Unlocked"));

UpdateReadOnlyState(bIsReadOnly);
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OVERVIEW

As you've seen in prior chapters, you can extend Fiddler’s functionality with both script and .NET code, and this is
the best approach for building new functionality for most users. However, in some scenarios, like test automation, it
would be more natural to add proxy functionality into an existing tool or test harness instead of using the entirety of

Fiddler for the job.

Enter FiddlerCore. FiddlerCore is a class library that you can reference in your .NET applications to add Fiddler-like
proxy functionality to .NET programs with none of the Fiddler user-interface. This diagram shows the difference

between extending Fiddler with your code and extending your code with FiddlerCore:

Fiddler application with extensions Your application hosting FiddlerCore

Fiddler.exe YourApp.exe

Inspector2
ISessionExporter
ISessionlmporter

IFiddlerExtension
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=
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Fiddler ScriptEngine
FiddlerScript

FiddlerCore FiddlerCore

Xceed*.dll Makecert.exe Makecert.exe

If you've previously built a Fiddler extension, you'll find that programming against FiddlerCore is an easy adjust-
ment. Many FiddlerCore-based applications are first prototyped as a Fiddler extension before being moved into a
standalone program. Building your code on Fiddler first allows you to easily see what is happening to web traffic
using Fiddler’s Inspectors. Once you're using FiddlerCore, you can only see the web traffic by adding logging
functionality to your application (unless you chain your FiddlerCore application to an upstream or downstream

Fiddler instance!).
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APPENDIX C: SESSION FLAGS

A StringDictionary field in each Session object contains flags that control the processing or display of the session.

Some flags are set by Fiddler itself, but most are set script or extensions. The list of supported flags grows with each
update to Fiddler, and extensions may use their own flags (which have no meaning to Fiddler) to add state infor-

mation to a given Session.

The flags can be accessed by oSession.oFlags["flagname"] or by using the default indexer on the Session object:
oSession["flagname"].

Flag names are case-insensitive strings, and most flag values are interpreted case-insensitively. Most of Fiddler’s flags
are simply checked for their existence, such that setting any value (even misleading strings like 9, false, and heck

no!), enables the named behavior. To disable a flag, remove the flag from the Session like so:

oSession.oFlags.Remove("flagname");

Because most flags are simply tested for existence, a best practice is to use the flag’s value to store a terse explanation

of why the flag was set. For instance:

oSession["ui-hide"] = "hidden by Hide Images rule";

You can view a Session’s flags by using the Properties item on the Web Sessions list’s context menu.

Session Display Flags

The following flags control how a session appears within the Web Sessions list.

Flag Name ui-hide

Explanation The session will not appear within the Web Sessions list. One of the most commonly used
flags, ui-hide is used by script or extensions to avoid cluttering the Web Sessions list
with uninteresting traffic.

Supported Any value will hide the Session.
Values
Typically, you should provide a terse explanation of why the Session was hidden, so that
if the user activates the Troubleshoot Filters feature on the Help menu, the UI will explain
why the Session was hidden.

By default, Fiddler will not hide requests that it itself generated (e.g. using the Composer).
However, if the ui-hide flag’s value contains the word stealth, the Session will be
hidden unconditionally.
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